S, International Journal of Engineering & Tech Development
.‘%ﬁ. APEX ACADEMIA PRESS ISSN: 3069-672X/ Open Access / ILJETD_Y1F24005
Apex Academia Press / https://doi.org/10.63665/ijetd-y 122005

Original Article

Digital Warfare: The Russia-Ukraine Conflict's Effect on
Cybersecurity

Victor Ogunrinde
Obafemi Awolowo University lle Ife
Abstract Article
In terms of understanding cyberwarfare and its function in current interstate conflicts, Russia and Ukraine History

have ushered in a new age. Cyberattacks have been employed as a military strategy to undermine a country’s

defences, alter information, and destabilize important institutions. The recent Not Petya ransomware assault (iegil;ggé
and the cyber-riot manipulations that targeted Ukraine’s power grid are just two examples of top news stories o
that show how active and intelligent state-sponsored hackers are. Such cyberwarfare has a significant impact Accepted:

on MNCs and key systems not just in the targets’ immediate geographic area but also globally. Such conflicts  16.04.2025
demonstrate how cyberspace is now used as a battlefield, and the main weapons employed in conflicts include

malware, phishing, and distributed denial-of-service (DDoS). In order to comprehend the change in  Published:
cyberthreats and the growing global ramifications of these cyberspace activities, this essay explores the — 07.05.2025
cybersecurity issues surrounding the conflict between Russia and Ukraine. In order to identify particular
vulnerabilities and emerging patterns in cyber operations, we present an analysis of these cases and incident

data in the parts that follow. The characteristics of attribution are examined with the ethical and legal

concerns, the absence of cyberspace regulations, and the consequences for formulating global cyber policy. To

sum up, the battle highlights the necessity of high resilience development and synchronization of international

defence strategies in order to combat the increasing risks of cyber threat involvement in geopolitical conflicts.
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1. Introduction

A. Cyber’s Role in the Russia-Ukraine Conflict

The conception of cyber war has grown since Russia invaded Ukraine, and cyber operations have now been
applied in actual wars. Since 2014, a great number of cyberattacks have aimed at Ukraine to make it difficult for the
government and the people to get things done. These attacks began in 2022 and were directed toward aggressive
efforts in different areas such as energy resources and services, communication, and financial structure. Other
examples are the Not Petya ransomware attack in 2017 and the Whisper Gate malware attack in 2022, which are the
well-publicized samples showing how these attacks work and how far they have reached. Many of these attacks
have sent out signals of power that altered how the Ukrainian government works and the state of cybersecurity
around the world; they also revealed many deficiencies in the present defences.

B. Cybersecurity’s Vital Role in Geopolitical Conflicts

Because computer networks are used throughout the world, cybersecurity has been identified as the most
critical concern for national and international security. Cyber-attack is unlike any other conventional war because it
pretends to harm humans without actual physical contact. Health care, financial monetary transactions, and energy
utilization may all be impacted. Such attacks have damaged key infrastructure and spoiled human sentiment
regarding the Ukraine-Russia War. The economic impact of the war is noted beyond the national level. Businesses,
banks, and even governments around the world have felt the impact of COVID-19 that no one could ever have
imagined. This situation, therefore, calls for strict rules for online security. Conflicts across national borders are
increasing and thus have called for an international strategy to handle potential threats, which this situation
indicates.
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2. Background and Context

A. Cyberwarfare in Ongoing Wars

Cyberwarfare consists of cyberweapons and attacks used by one country or state actor to deliberately hurt,
disable, or gain an advantage over another country or state actor. These are sometimes attributed to the
communication networks, utilities, and other information networks upon which humans rely. [4-7] Cyberwarfare
occurs within cyberspace; it is therefore cheaper in the way it is conducted compared to real-life combat, which
may also make its origins more difficult to identify. Its impact could be even greater than that of conventional
warfare. The incidences of cyberwarfare have increased with the improvement of technology. Some of the first
attacks against Estonia in 2007 were DDoS. They caused many government and money systems to shut down.
Stuxnet, developed by the US and Israel in 2010, was the first cyberweapon created only to destroy the nuclear
plants of Iran. Many Ukrainian power substations went dark in the years 2015 and 2016, and the Russian
Sandworm group was blamed for the attack. These examples show how severe the cyberwar has become. In all
these examples from modern warfare, imagined cyber capabilities are looked upon as strategic assets.

B. The Conflict Between Russia and Ukraine from a Cyber Perspective

The war between Russia and Ukraine has seen many cyberweapons grow, which eventually led to hybrid
cyberwarfare working together with regular warfare. An overview of the important cyber events in the war is
depicted next:

o The first high-profile hacks against the government and media of Ukraine occurred after Russia invaded
Crimea in 2014. APT28, a group tied to Russia, is better known as Fancy Bear; it launched those attacks.

e The first major cyberattacks on Ukraine's power distribution networks in 2015 left about 225,000 people
without power. People said that this attack was one initiated by the Sandworm group.

e 2017: The Not Petya ransomware attack appeared as an update to financial software and shut down the
computers used by the Ukrainian government and businesses. It was thought that the effects of the attack
on the outside world cost the world US$10 billion.

e There were quite a number of DDoS attacks against Ukraine government websites in 2022 alone, and since
the beginning of the major conflict, malware like Whisper Gate and Hermetic Wiper has targeted
important infrastructure.

C. The Main Online Dispute
The main players in this cyberwar are highly skilled, state-sponsored groups from Russia. Some of them are:
e Sandworm: Infamous for spreading the Black Energy 3.0 malware and attacking Ukraine's power grid
online.
e APT28: Fancy Bear observed the military and government of Ukraine and provided them with
misinformation.
e APT29/Cosy Bear: Its main jobs were to spear phish and spy.
e Ukraine's defenses have been strengthened in co-operation with both paid cybersecurity companies such
as Microsoft and CrowdStrike, and unpaid volunteers such as the IT Army of Ukraine. Most cyber wars
today use decentralized cyber guardianship.

The cyber aspect of the Russia-Ukraine War represents how ICT is increasingly shaping numerous ways of
dealing with politics around the world. Specific actors and incidents that took place during this particular conflict
contribute much to illuminate the shifts in cyberwarfare in the future.

D. Timeline of Major Cyberattacks in the Russia-Ukraine Cyber War (2014-2022)
(a) Attack on a Vote-Counting System in 2014

This cyberwar between Russia and Ukraine worsened when, in the 2014 Ukrainian presidential election,
hackers attacked the vote-counting system. [8] Cybercriminals attempted to manipulate the results by publishing
false reports and hacking into vote-tabulating machines. Though Ukrainian leaders attempted to downplay the
damage, the incident itself was an example of how cyber operations can alter the outcome of democratic elections.
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Fig-1: Timeline of Major Cyberattacks in the Russia-Ukraine Cyber War (2014-2022)

(b) Attack on the Electricity Grid in 2015

Hackers with links to Russia had, in December 2015, taken responsibility for one of the most substantial
cyberattacks on the Ukrainian power grid. Black Energy malware broke the power distribution system, leaving
over 230,000 Ukrainians without power for a few hours. Compared to other cyberattacks, this one was
considerably more severe, underscoring how cyberattacks might cause harm to humans and infrastructure.

(c) Surkov Leaks and Operation Prikormka in 2016

In 2016, Ukraine's foreign affairs ministry employed both an offensive and a defensive cyber approach to
respond. These attacks included the planting of a virus on websites of Russia's, as well as leaking information from
the Russian government, termed the Surkov Leaks. During this time, Ukraine was using the internet a lot to get
information and get ahead in the war.

(d) 2017: Attack by Not Petya Malware

The Not Petya malware, attributed to the Russian group Sandworm, caused a high impact on the government
of Ukraine, its economy, and its critical infrastructure. People thought the disease had already killed more than $10
billion and was still spreading. Demonstrably, Not Petya proved that state actors could use teams from different
parts of the world in creating globally effective cyber weapons.

(e) 2022: Government Attacks & Whisper Gate Ransomware

After the beginning of large-scale military operations in 2022, Russia's cyber activity went higher. Whisper
Gate - a brand of ransomware - was used in an attack on Ukrainian government agencies, where lots of data were
stolen and it became very difficult for them to do their work. In a simultaneous timeframe, Ukraine's military and
civilian infrastructure were subjected to attacks clearly aimed at halting the flow of supplies, information, and
command and control.

(f) Attack on the Belarus Railway in 2022

In retribution, Ukrainian hackers tried to hamper the movement of Russian soldiers and their equipment.
They reported posting and tampering with the transportation systems of the Belarusian railways. This attack forms
one example of cyber operations, which can be used to hinder crimes during real wars and attack military supply
chains.

3. Methodology

A. Make A Plan for Data Collection and Analysis
The study adopts various data collection and analysis methods to comprehensively analyse the cybersecurity
implications of the Russia-Ukraine conflict.
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(a) Methodology for Case Studies

We then chose some existing real-life large-scale cyberattack examples, such as NotPetia and the Sandworm
power grid attacks, to analyse how well their TTPs fared. The situation discussed in this article was selected due to
its significance, relevance, and foundation in authentic cybersecurity reports.

(b) Analysis of Attack Databases

The usage of Virus Total, IBM X-Force Exchange, and MITRE ATT&CK empowered us to learn more about
malware-for example, how common it is, what kinds of paths it usually takes, and what kind of weaknesses it tries
to exploit. We have also consulted the Cyber Peace Institute and other open-source databases that are similar. We
also read incident reports from CERTs, Computer Emergency Response Teams, around the globe.

(c) OSINT, Or Open-Source Intelligence

The information came from reliable news sources, industry magazines and white papers such as Microsoft,
Mandiant, Kaspersky, and government and intergovernmental documents from NATO and the EU Cybersecurity
Agency. OSINT methods helped us learn more about how a new part of kinetic conflict is getting bigger: the cyber
domain.

(d) Expert Insights and Interviews
In all instances where possible, interviews were conducted with analysts and cybersecurity experts who had
witnessed the attacks. The interviews produced quantitatively significant descriptive data for the study.

B. Utilized Tools and Frameworks
The research employed the following frameworks and methodologies to ensure thorough analysis:

(a) Platforms for Threat Intelligence
e MITRE ATT&CK: To sort through and look at the TTPs of the people who are fighting in the war between
Russia and Ukraine.
e Virus Total: A tool that shows you how Not Petya, Whisper Gate, and other varieties of malware have
evolved over time.

(b) Frameworks for Incident Response
¢ You can use the NIST Cybersecurity Framework to see how strong or weak the strategic infrastructures
that cyberattacks target are.
e Lockheed Martin Cyber Kill Chain: This tool depicts how some attacks work and assists the analyst in
visualizing if the adversary was able to obtain their objectives.

(c) Data Visualization Tools
Tableau and Gephi were utilized for the intent of showing the structure of the networks, the extent and
severity of the damage from cyberattacks, and how often and in what ways these have taken place.

(d) Simulation and Modeling Tools
We utilized safe software tools, such as the Cuckoo Sandbox, to learn how the virus worked.

(e) Ethical considerations and validation
¢ Information obtained from several trustworthy websites was used to verify the reliability of the data
sources.
e The sources were cited, no illegal or classified information was used, and ethical standards were followed
as much as possible.

The following methodological framework facilitates the achievement of both a technical perspective and a
contextual assessment with regard to the analysis of the cyber conflict between Russia and Ukraine.

4. Cybersecurity Implications

A. Critical Infrastructure Attacks
There have also been planned cyberattacks on important systems and social functions, in addition to the war
between Russia and Ukraine [12-15].
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(a) Power Grids
¢ In December 2015, the Russian Sandworm gang attacked Ukraine's power grid. We know that this was the
first attack that cut off power. This attack utilized a Black Energy virus for gaining access to the ICS of area
power companies. It caused problems for about 225,000 customers, including blackouts.
¢ The attack in 2016 used an increasingly complex method to target Industroyer malware, previously known
as Crash Override, capable of infiltrating ICS systems. People worked on and created the malware.

(b) Communication Networks

At the beginning of 2022, when the full-scale invasion began, Ukraine's telecom industry reported that it
faced issues with both satellite communication systems and DDoS attacks. In April, there was indeed a real-world
incident: a cyberattack on the Viasat KA-SAT satellite network. Due to this, people in Ukraine and other parts of
Europe had difficulties reaching the internet.

(c) Financial Systems
¢ Long-targeted cyberattacks against Ukrainian banks have one goal: to destroy the economy of the country.
For example, in February 2022, a DDoS attack targeted several Ukrainian banks, including PrivatBank and
Oschadbank, and brought down ATMs and online banking.
e These recent attacks on Cyprus, France, and Serbia show how weak this economy is and how vital it is to
have cyber security protecting the economy in wars.

B. Strategies and Malware: Things Shift
Newer malware and smarter plans have been used to try and win the cyber war.

(a) Whisper Gate and Caddy Wiper
e  Whisper Gate: In 2022, it was believed to be a virus that attacked the networks of Ukrainian businesses and
governments. This ransomware was unlike others; while it appeared to be a program that encrypts files, it
was actually meant for deleting them and making them irrecoverable.
e Like Caddy Wiper, another variety of wiper malware that attacks banks and other financial institutions
makes matters worse by deleting data.

(b) Not Petya Ransomware

Not Petya was a ransomware that targeted the businesses of Ukraine in 2017 and was challenging to detect.
Afterwards, it spread to several other countries. It was one of the costliest cyberattacks ever, whose cost has been
estimated at over $10 billion.

(c) Changing Strategies

The targets have felt that the challenges are becoming increasingly difficult to handle, with attackers
leveraging phishing, supply chain attacks, and zero-day attacks all together. Mounting wipers, DDoS, and
spreading disinformation all at once is indicative that such actions are well planned and intentional for maximum
trouble and psychological damage.

C. Effects of Global Ripples
These signs of cyberattack have a big effect on more than just the two countries.

(a) Damage to Collateral

The Not Petya cyberattack, which started in Ukraine, made it hard for many businesses around the world to
get their work done. Companies like FedEx, Merck, and Maersk are some of those businesses. This shows how
cyberwarfare can harm systems across the world and how they interlink.

(b) Increasing Threat Levels
e Cybersecurity threats from the NATO members and other countries not directly involved in the war are
reported to heavily target the critical information infrastructures of the warring countries.
e For instance, since the conflict began, there have been increased ransomware and phishing attacks in the
US and European countries, which are attributed to groups affiliated with Russia.
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(c) Tensions in Geopolitics

The war made things worse between the two countries and forced them to spend more money on cyber
offence and defense. The COVID pandemic hurt the economy and made people less aware of how to stay safe
online. In 2022 alone, the cost of cybersecurity went up by 12%. Such incidents are a proof that as the world gets
more disjointed, governments have to increasingly coordinate their policies and enhance security to counter an
upsurge in state-sponsored cyberattacks.

5. Russia-Ukraine Cyber Conflict 2022 Timeline

Russia-Ukraine Cyber Conflict 2022 Timeline
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Fig-2: Russia-Ukraine Cyber Conflict 2022 Timeline [16]

A. Operation Whisper Gate Wiper Deployments and UAC-0056 Malware, January 14 - 31

This was made worse by the Whisper Gate wiper malware attack on computers in Ukraine this January 2022.
Instead of asking for money, Whisper Gate was supposed to delete the files. This goes to show that Russia wants to
make Ukraine weaker. By January 31st, there was new malware activity, UAC-0056, or as it is more known, Ember
Bear. The people who were behind the attacks were still using fake apps like Out Steel and Saint Bot to attack
Ukrainian networks. Precursors of this type are the first indicators of an uptick in cyber activity before a physical
attack.

B. Cyberattacks Like Ddos Assaults and Psychological Operations from February 2 - 15

These people conducted DDoS attacks and propaganda campaigns against Ukrainian government and bank
websites in the first half of February. The Ukrainian military also received threatening texts with the aim of scaring
and confusing them. According to various security companies, such as the NCSC, this development of new
malware variants, such as Cyclops Blink, signifies that cyber activities are becoming increasingly complex and
challenging.

C. February 23 - 28: Conti Ransomware and the Largest Cyberattack

On February 23, the night before the big attack, many DDoS attacks impeded the ability of numerous
businesses and government websites in Ukraine to function. Pro-Russian hackers let Hermetic Wiper leave the IT
company that attacked the US along with other countries so they could change files on the systems they attacked.
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When the ransomware group Conti said it was protecting Russia, the evidence could be seen that hackers and
government officials were in tandem with one another. On February 26, Wagner's wiper software hit computers
the Ukrainian government was using. On February 27, Mykhailo Fedorov, Vice Prime Minister, asked the
Ukrainian IT Army for help again. This may be a response to Ukraine's cyber war.

D. Ideological and Tactical Activism, March 1 - 6

In March, hacktivist groups supportive of Ukraine began to attack Russian systems. For instance, a Ukrainian
group reportedly called "NB65" claimed responsibility for breaking servers controlling Russian satellites. In
Belarus, hacktivists attacked its railroads to keep its army from moving. Russian hackers broke Viasat terminals,
which made it hard for other satellite internet services to work. These events showed how cyber-attacks made
military structures weaker and slowed down their building.

E. March 11 - 17: Effects of Operations and Am and Mgmt.

The middle of March saw over 3,000 DDoS cyberattacks across Ukraine. On one day alone, there were 275
such attacks. By deliberately attacking the ISPs, hackers prevented people and businesses in Ukraine from being
able to communicate with each other. Hacktivists continued to strike Russian companies like Rosneft to make their
messages heeded by others as to what was happening online by people with links to Ukraine.

F. March 22 - 30: Memo: Cyber Escalation or Data Leaks

In March, Ukraine had published a list of 620 names and other personal information of those believed to be
working for the FSB. At this point, things started to get better. Many DDoS attacks have hit the whole country, but
most of them have been aimed at Ukrtelecom, Ukraine's largest internet service provider. Viasat's March 30
update said that disruption attacks were still a problem and were making it harder to get things back to normal.
Events of this nature serve to illustrate how cyber activities will continue and make significant impacts on civilian
infrastructure.

6. Results and Discussion

A. Overview of Cyberattack Types

The war between Russia and Ukraine brought a rise in the frequency and sophistication of cyberattacks
between arguably Europe's two largest nations. Quantitative analysis by cybersecurity companies can teach us a lot
about these trends:

(a) Attack Frequency and Scope
e CrowdStrike says 56% of the 1,561 cyberattacks that happened in Ukraine last year targeted government
agencies, important industries, and the financial sector.
e The ruling by Mandiant said that cyberattacks linked to Russia caused 30% of the fighting in Ukraine in
2022 that the government backed.

(b) Targeted Systems
o Kaspersky's study found that 65% of attacks were on industries with extra security, such as
telecommunications, energy, and logistics. This fits the plan to take part in as many government and
civilian activities as possible.
e Finance was targeted in one-fifth of all reported incidents. There were malware attacks against banks and
other financial institutions, such as Whisper Gate and Hermetic Wiper, with an intent to harm the economy
of Ukraine.

(c) Developing Methods
e Yara noticed how APT operations were improved by using a combination of initial tactics, liaisons,
logistics, deception, H-Phishing, supply chain attacks, and wiper attacks.
o The attackers used zero-day vulnerabilities 40% more often because they wanted to quickly make money
from systems that hadn't been fixed yet.
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B. Policy and Defense Implications
The outcomes of the conflict have majorly influenced global plans for cybersecurity and defense.

(a) Improving the Resilience of Critical Infrastructure
e The NIST Cybersecurity Framework and penetration testing are among the tools that current governments
use to protect key infrastructure.
e In that war, many Ukrainian companies were collaborating with Microsoft and Cloudflare. It proves that
threat intelligence can be effectively improved by business too.

(b) Improved International Cooperation
e The UN framework can prevent government-backed cyberthreats. Adam Jones wrote a post at 5:30 p.m. on
March 14, 2015. The UN Framework can help stop cyberthreats that come from the government by setting
international standards for governments.
e The NATO Cyber Defense Pledge gives us an idea of how the group is set to protect itself against
cyberattacks. This is supposed to occur alongside other similar projects growing elsewhere outside the
member states to make the world stronger.

(c) Investing in Cyber Capabilities

This implies that states should ensure strength in defences that deter cyber and other forms of attacks to
prevent hackers from gaining access; some cyber exercises in Sacramento, such as Locked Shields, do not facilitate
effective interpersonal relations.

(d) Education and Awareness
The way to improve cyber care would be the training and teaching of the people who protect our systems
from online attacks, while running campaigns teaching people how to stay safe online.

C. Handling Various Legal and Ethical Concerns
Cyberwarfare includes serious ethical and legal questions about accountability, the extent of damage, and
how to create international rules and regulations.

(a) Attribution Challenges:

e People still do not know how to find out where a cyberattack came from because hackers use tools that
hide their identity, fake flag operations, and hard-to-find attack methods. Originally, people thought that
the Not Petya cyberattack was done by criminals; then evidence started to show it was Russian hackers.

¢ Instead, we need to find better ways to determine whose fault it is, such as through more Al analysis or
with enhanced forensics, and ultimately hold people accountable.

(b) Cyber rules and International Law

The reason it is hard to answer is because the rules in the cyber world are not clear. Another example of such
an effort to make cyber operations legal is the Tallinn Manual 2.0. Yet, we still need this kind of law. Even though
NATO declared that a cyberattack could trigger Article 5, its activation rules for collective defense were not yet
described.

(c) Moral Issues
* While all the given reasons are cause for concern, the risks of cyberattacks on civilian infrastructure,
especially, raise profound moral considerations of proportionality and collateral damage. The 2022 attack
on the Viasat KA-SAT facility rendered thousands of people and businesses in Europe incommunicative.
* National legislations and regulations should include some minimum ethical requirements to ensure that
people behave in an ethical manner regarding cybersecurity.

7. Main Measures Proposed to Strengthen Cybersecurity

He said that, after the Russia-Ukraine conflict showed how weak organizations are, the world needs better
organization and cybersecurity. Specific suggestions that follow will deal for the most part with how to get
countries to work together, to make organizations' cybersecurity better.
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A. Strengthening Global Cybersecurity Collaboration

(a) Creating Global Cyber Standards

Countries should make rules and guidelines stronger for everyone using the internet. These would include a
rule for not attacking civilians in active conflicts. Some of these trends need to happen quicker. The United Nations
GGE is trying to get more countries to back responsible behavior by governments in cyberspace.

(b) Creating a Global Cyber Response Coalition
e Establish a formal partnership with all the nations and organizations which are willing to collaborate on
mitigating the worst cyber threats that occur simultaneously.
¢ Add the missing states to make groups like the Cyber Threat Alliance (CTA) more useful, and also add
regional cybersecurity centres.

(c) Strengthening Cyber Exercises

Becoming smarter We should be much more concerned about cyber activity that takes place between nations.
NATO's Locked Shields for example is supposed to train people in how to cooperate in defense and to exercise
large-scale cyber threats. This will help plug the third gap. These programs need to be larger as well as train people
from locations outside of the EU. However, they should also adhere to laws such as the EU's Cybersecurity Act.

(d) Strengthening Attribution Mechanisms

Establish criteria for the swift and effective determination of hacks supported by the government, as well as
procedures for basic sanctions against states committing such hacks, including fines or judicial procedures; ® Better
and diversified attribution using techniques like blockchain and artificial intelligence will yield better attribution
and transparency.

B. Recommendations for Organizations

(a) Put Sturdy Cybersecurity Frameworks in Place
* Ensure your organization applies widely recognized cybersecurity frameworks, such as the NIST
Cybersecurity Framework or ISO/IEC 27001. All of these aforementioned steps fall into the "detect, protect,
respond, and recover" process.
e Establish routine reviews and scans of your security to discover bad behavior.

(b) Put Sturdy Cybersecurity Frameworks in Place
* Have your business follow renowned cybersecurity standards like the NIST Cybersecurity Framework or
ISO/IEC 27001. This will help you connect all the steps in the "detect, protect, respond, and recover"
process.
® Schedule routine scans and audits of your security to watch out for bad behaviour.

(c) Fund Programs for Cyber Hygiene and Awareness
* Always make your employees aware of what to and not to do in the workplace to make sure they are safe
from phishing attacks and to retain their passwords safely.
® Determine who can use an organization's private systems. The best way to do this is to give only the least
amount of power.

(d) Make Incident Response Plans Stronger

Check that your existing incident response plan lays out clear roles and responsibilities and steps for
escalation through the chain of command. Employ outsourced teams for incident handling to have the company
identify and fix a breach as soon as possible.

(e) Supply Chain Security
* An added step would be to ensure that the companies you hire to perform tasks on your behalf are taking
all steps necessary to secure their data.
¢ Check for software updates for any holes that could allow an attack on the supply chain like the recent
SolarWinds attack.
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(f) Make Resilient Infrastructure Investments
® Protect critical systems, so the likelihood of cyberattacks causing harm is greatly reduced.
e Using the zero-trust security model-where users and endpoints are always checked.

8. Conclusion

The war between Russia and Ukraine has revealed the most significant advantages and disadvantages of
cybersecurity at both national and international levels. It has also shown how much cyberwarfare plays a vital part
in modern wars and conflicts. The key findings of the research include that cyber threats are becoming complex,
critical infrastructure is becoming a target, state-sponsored malware is on the rise, and even nations that are not
fighting are being impacted. Some of these include the Not Petya attack, the Sandworm attack that knocked out
Ukraine's electrical transformer grid, and the Viasat KA-SAT satellite communications hack. All of these show the
need for good attack and strong defence strategies. The article also shares how and why modern wars resort to
cyberspace along with physical violence to damage economies, alter information, and achieve tactical objectives.
The only way to repair these problems is through working together in a manner that has never been done. The
connectedness principle says that single-point risks can harm people all over the globe. Therefore, all must come
forward. Countries can cooperate further in setting and enforcing international standards, ease the process of
attribution of responsibility, and make it easier for the DI techniques to share intelligence on a real-time basis. This
will help them counter the cyber-attacks created by governments in ways that minimize the resultant damage.
There are many different ways in which nations can cooperate on a worldwide level to fight cyber threats. The
NATO cooperative cyber defence and the joint government-industry cybersecurity initiatives are a couple of
examples.

A. Future Work

Future research and efforts should be directed at developing an attribution model, a strategic framework for
cyberwarfare, and the application of blockchain and Al technologies for enhanced transparency. People are also at
a loss to understand how cyberattacks are impacting society, how things can go really wrong in the long term, or
what is the best way to retrieve information assets. To understand and counter the most damaging next-generation
cyber threats, one has to look at an expanded range of technologies, such as quantum computing and artificial
intelligence. If countries collaborate then these steps may help to keep everyone online safe.
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